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learning. Therefore, this research examined students’ views on a multimedia
focused learning module through the Gather platform for different academic
levels, concentrating on its alignment with the Cognitive Theory of Multimedia
Learning (CTML). A group of 30 students shared open-ended responses
regarding four main learning checkpoints: video, poster, quiz, and simulation.
The analysis revealed that videos were engaging and clear, aligning with
CTML’s multimedia principles; posters were visually appealing but criticised for
too much text, highlighting coherence issues; quizzes effectively reinforced
knowledge through active recall; and simulations offered interactivity but
faced technical challenges, relating to interactivity and personalisation
principles. In general, the results suggest that multimedia learning can
significantly enhance student engagement and understanding when crafted in

Keywords: accordance with CTML principles. This research highlights the necessity for a
Gather platform; cryptography education; well-balanced design, adaptive assessments, and strong interactive tools to
secondary school; CTML maximise learning results.

1. Introduction
1.1 Literature Review
1.1.1 Background of Study
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Cryptography is becoming more prevalent in educational frameworks at all stages, ranging from
secondary education to universities, because of its essential function in safeguarding information and
its ability to improve learning in associated disciplines. In addition, cryptography has become an
integral part of the educational paradigm, particularly in the context of online learning and
information security. New educational modules emphasising classical cyphers and the history of
cryptography have been introduced on online learning platforms. These new modules include visual
aids and virtual museums to captivate both students and the general audience [1]. Additionally,
encryption algorithms like RSA, AES, and DES have been utilised to safeguard e-learning settings,
guaranteeing integrity, confidentiality, and authentication [2]. The research conducted in Switzerland
provides an overview of the evolving landscape of encryption and data security technologies. It
outlines expectations for how these encryption technologies may advance by 2025 and explores their
potential implications for the education sector [3].

1.1.2 Challenges in teaching cryptography

Teaching cryptography at the secondary school level presents both challenges and opportunities,
as recent studies and educational initiatives have shown. One significant barrier is the complexity of
the content, since cryptography involves advanced mathematical concepts such as public-key
cryptography, which often require an understanding of algebraic theorems that go beyond the typical
secondary school curriculum [4]. Additionally, the availability of comprehensive teaching materials
specifically designed for this subject is limited, making it difficult for teachers to deliver practical
lessons. Students also face restricted understanding and engagement with cryptography due to
limited exposure to modern practices in the field [5]. Another compounding issue is the lack of
teacher preparedness. Many educators lack the specialised knowledge or training required to teach
cryptography effectively [6]. This issue is worsened by the lack of specific training programs and
resources designed for secondary education.

1.1.3 Multimedia based and immersive learning platforms

Recent research has seen significant advancements in multimedia-based and immersive learning
platforms, driven by rapid technological progress and the increasing integration of various
multimedia elements into educational environments. The use of multimedia components in modern
educational environments combines text, images, sound, video, and animation to increase
engagement and accommodate diverse learning preferences. Learner centred strategies are
essential to these systems, enabling students to control their learning pace and access resources that
align with their individual preferences. This approach has been shown to improve comprehension
and retention [7,8]. Furthermore, advancements in technology, such as 5G, cloud computing, and
artificial intelligence, have enhanced the functionality of these platforms [9]. Immersive learning
platforms utilise Virtual Reality (VR), Augmented Reality (AR), and other immersive media to create
highly interactive and engaging educational experiences [10]. The increasing availability of immersive
learning is incorporation of Al to provide tailored and adaptive educational experiences [11].

Interactive and simulation-driven platforms are revolutionising cryptography education by
utilising web-based resources such as LearnCrypto [12] which offer engaging simulations, visual aids,
and intuitive interfaces. Extended Reality (XR) and interactive animations further support learning by
creating dynamic environments for problem-solving [13], while Kolb’s Experiential Learning Model
incorporates real-world simulations and Al-driven agents for K-12 learners, showing high success
rates [14]. Future developments that integrate 5G, big data, cloud computing, and Al are set to deliver
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even more immersive, tailored, and compelling learning experiences in cryptography education [9,
15].
1.1.4 Cognitive Theory of Multimedia Learning (CTML)

The Cognitive Theory of Multimedia Learning (CTML), which Richard Mayer created, describes
how individuals learn from multimedia materials by focusing on three main principles: (i) the use of
dual channels for visual/pictorial and auditory/verbal information processing, (ii) the limited capacity
of each channel, and (iii) the necessity of active engagement in the learning process [16-17]. It
outlines five crucial cognitive processes for effective multimedia learning:

Selecting relevant words from the text or narration.

Selecting relevant images from the graphics.

Organizing selected words into a coherent verbal representation.

Organizing selected images into a coherent pictorial representation.

Integrating verbal and pictorial representations with each other and with prior
knowledge

vk wnN e

CTML outlines several principles for designing effective multimedia instruction as [18-20]:

1. Segmenting: Breaking content into smaller, manageable parts to prevent cognitive
overload

2. Signaling: Highlighting essential information to guide learners' attention.

3. Modality: Using both visual and auditory channels to present information, which can
enhance learning but may need adjustments for ESL learners.

4. Redundancy: Avoiding the simultaneous presentation of identical information in
multiple formats (e.g. text and narration) to prevent cognitive overload.

5. Embodiment: Using on-screen instructors to increase engagement.

1.2 Significance of Study

This research aims to assess the effectiveness of an Introduction to Cryptography module when
delivered through the Gather platform, with an emphasis on the role of its multimedia elements,
such as video, poster, quiz, and simulation, in enhancing learning in accordance with the CTML model.
This research expands the understanding of immersive learning technologies in secondary education
by presenting empirical data on the effectiveness of a Gather platform. It offers valuable insights for
educators aiming to incorporate multimedia principles into teaching intricate subjects. It acts as a
resource for future curriculum developers, instructional technologists, and researchers investigating
the convergence of multimedia learning, immersive platforms, and cryptography education.

2. Methodology
2.1 Research Design

This study used a qualitative descriptive research design to investigate students' perception of
delivering the cryptography concept using the Gather platform. The design was chosen as it enables
an in-depth understanding of participant experiences and is appropriate for capturing open-ended
feedback. Furthermore, this research utilised the Cognitive Theory of Multimedia Learning (CTML),
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which guided both the creation of the feedback instrument and the analysis of results by emphasising
principles like multimedia, coherence, segmentation, generative processing, and interactivity.

2.2 Development of Module Content and Instrument

The module has been designed and developed in the Gather platform, including four distinct
checkpoints. The item that has been developed is an open-ended question delivered through an
online platform. The question set consisted of four sections, each linked to a multimedia component,
and was created in accordance with the Cognitive Theory of Multimedia Learning (CTML). Figure 1
describes the details of each checkpoint, highlighting their unique features and the pivotal roles they
play within the overall structure.

VIDEO Examined students’ views on the video content utilised in the module

The questions centred on the clarity of explanations, engagement levels, and the
effectiveness of visual and auditory elements in facilitating understanding

These items were intended to evaluate CTML’s Multimedia Principle and Segmenting
Principle.

POSTER This component collected feedback on the visual attractiveness, succinctness, and
cognitive load of static learning materials.

Questions aimed to assess whether the posters complied with CTML’s Coherence
Principle and Spatial Contiguity Principle

QUIZ Students were encouraged to reflect on the effectiveness of quizzes in reinforcing their
learning, including their capacity to consolidate knowledge, offer feedback, and boost
motivation.

It align with CTML's Generative Processing concept, emphasing active cognitive
engagement.

SIMULATION Get students’ feedback on their experiences with interactive simulations within the
module.

It aimed to gather insights regarding usability, interactivity, engagement, and overall
contribution to comprehending crvptographic concepts.

This was aligned with CTML’s Interactivity and Personalisation Principles, emphasising
the importance of learning through action and tailoring content to meet the learner’s
needs.

Fig. 1. Multimedia components align tu CTML
2.3 Respondent

The respondent included 30 students who were part of the study, representing both lower and
upper levels of secondary school. Their involvement was voluntary and kept anonymous, which
guaranteed impartial responses and compliance with ethical research guidelines.

2.4 Data Collection

The data collection took place immediately after the student completed their exploration of the
Gather platform. Following their virtual journey, the student filled out a detailed feedback form using
Google Forms, sharing their insights and experiences from the platform. This feedback was crucial
for assessing the user experience and the effectiveness of the features they interacted with during
their session.
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2.5 Data Analysis

The information gathered from the online feedback form was analysed. Every response was
thoroughly reviewed and arranged in accordance with the four multimedia elements of the module:
video, poster, quiz, and simulation. Each remark was subsequently assessed and categorised as either
positive or negative to reflect students' perceptions clearly.

The research process is depicted in Figure 2, which outlines the various stages and methodologies
undertaken throughout the study. This enabled a clear comparison of strengths and areas needing
improvement while preserving qualitative insights.

CTML model

eSimulation

Fig. 2. Research process
3. Results and Discussion

Table 1 illustrates students' feedback on the four multimedia checkpoints, which are video,
poster, quiz, and simulation. The video checkpoint generated the highest number of positive
reactions, with 17 students, signifying its significant role in enhancing student engagement and
understanding. The quiz checkpoint received 15 positive reactions, while posters and simulations
garnered 13 and 12 positive comments, respectively, along with a greater number of neutral
responses. Negative feedback was minimal across all components, with videos and quizzes each
receiving four negative responses, posters four, and simulations three.

Table 1
Students’ Feedback (n=30)
Checkpoint Positive Neutral Negative
Video 17 9 4
Poster 13 13 4
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Quiz 15 11 4
Simulation 12 15 3

The findings indicate that videos were the most effective part of the module, with 17 positive
remarks praising their clarity and their ability to make complex cryptographic concepts easier to
understand. This supports CTML’s Multimedia and Segmenting Principles, which stress the
importance of combining visual and auditory channels and presenting information in digestible
portions. The 15 positive comments about the quiz checkpoint highlight its role in facilitating active
recall and reinforcement, aligning with CTML’s Generative Processing Principle. While quizzes were
generally well-received, some students found them challenging, suggesting a need for adaptive
difficulty to accommodate different learning abilities.

Posters garnered a more mixed set of reactions (13 positive, 13 neutral, four negative), receiving
compliments for their visual attractiveness but facing criticism regarding excessive text. This points
to a partial misalignment with CTML’s Coherence Principle, which advocates for reducing extraneous
information to enhance effectiveness. Simulations, which received 12 positive responses, were
valued for their interactive nature and practical engagement related to factors in CTML’s Interactivity
Principle. Nonetheless, the neutral (15) and negative (three) feedback highlighted technical
difficulties and accessibility issues, indicating that strong technical support is crucial to leverage the
benefits of interactive learning fully.

4. Conclusion

The study delivered the content through the Gather platform, which illustrated that instruction
utilising multimedia can significantly boost student involvement and understanding when it aligns
with the Cognitive Theory of Multimedia Learning (CTML) model. Videos and quizzes proved
especially effective in aiding comprehension and promoting active learning, while posters and
simulations, although helpful, need enhancements in content clarity and technical dependability. In
conclusion, the results highlight the necessity of aligning multimedia components with cognitive
learning principles to maximise immersive learning experiences for intricate topics such as

cryptography.

Acknowledgement
The authors would like to acknowledge and extend special gratitude to Kolej PERMATA Insan,
Universiti Sains Islam Malaysia for funding.

References

[1]  Marek Klimo, Eugen Antal, and Miroslav Kvassay, Education Tools for Teaching Classical Ciphers. (2023). 227-232.
https://doi.org/10.1109/IDT59031.2023.10194444

[2] Marius Mihailescu, Stefania Nita, and Valentin Pau, Applied Cryptography In Designing E-Learning Platforms.
(2020). 179-189. http://dx.doi.org/10.12753/2066-026X-20-108

[3] Mulder, Valentin, Alain Mermoud, Vincent Lenders, and Bernhard Tellenbach. Trends in Data Protection and
Encryption Technologies. Springer Nature, 2023. https://doi.org/10.1007/978-3-031-33386-6

[4] Keller, Lucia, Dennis Komm, Giovanni Serafini, Andreas Sprock, and Bjorn Steffen. "Teaching public-key
cryptography in school." In International Conference on Informatics in Secondary Schools-Evolution and
Perspectives, pp. 112-123. Berlin, Heidelberg: Springer Berlin Heidelberg, 2010.https://doi.org/10.1007/978-3-642-
11376-5 11

[5] Percival, Nathan, Sashank Narain, and Claire Seungeun Lee. "Modern Cryptography Education of Middle
School Students: A Review of Current Works." In Proceedings of the 24th Annual Conference on
Information Technology Education, pp. 33-38. 2023.https://doi.org/10.1145/3585059.361142

38


https://doi.org/10.1109/IDT59031.2023.10194444
https://doi.org/10.1007/978-3-031-33386-6
https://doi.org/10.1007/978-3-642-11376-5_11
https://doi.org/10.1007/978-3-642-11376-5_11
https://doi.org/10.1145/3585059.361142

Pena International Journal of Media, Journalism and Mass Communication
Volume 2, Issue 1 (2025) 33-39

(6]

(7]

(8]

(9]

(10]

(11]

(12]

(13]

(14]

(15]
(16]
(17]

(18]

(19]

(20]

Younis, Younis A., Kashif Kifayat, Qi Shi, Ellie Matthews, Gage Griffiths, and Rene Lambertse. "Teaching
cryptography using cypher (interactive cryptographic protocol teaching and learning)." In Proceedings of the 6th
International Conference on Engineering & MIS 2020, pp. 1-7. 2020. https://doi.org/10.1145/3410352.3410742
Kumar, S. N., A. Lenin Fred, Parasuraman Padmanabhan, Balazs Gulyas, Charles Dyson, R. Melba Kani, and H. Ajay
Kumar. "Multimedia-based learning tools and its scope, applications for virtual learning environment."
In Computational Intelligence in Digital Pedagogy, pp. 47-63. Singapore: Springer Singapore, 2020.
http://dx.doi.org/10.1007/978-981-15-8744-3 3

Roopashree, M. Praveen Kumar, Pavanalaxmi, N. S. Prameela, and Mehnaz Fathima. "Multimedia Data in Modern
Education." Supervised and Unsupervised Data Engineering for Multimedia Data (2024): 189-216.
https://doi.org/10.1002/9781119786443.ch9

Zhuang, Ziyou. "Interactive media information security immersive experience system based on virtual reality
technology." IETE Journal of Research (2021): 1-8. https://doi.org/10.1080/03772063.2021.1965045

Qing, Ding Shu, and Sharulnizam Ramli. "Augmented reality usages in multimedia based training and interactive
demonstration." International Journal of Intelligent Systems and Applications in Engineering (IJISAE)(2023).
https://ijisae.org/index.php/IJISAE/article/view/3365

Wang, Dan, and Xi Huang. "Transforming education through artificial intelligence and immersive technologies:
enhancing learning experiences." Interactive Learning Environments (2025): 1-20.
https://doi.org/10.1080/10494820.2025.2465451

Asseisah, M., and H. Bahig. "Visual Exploration of Classical Encryption on the Web." In The Ninth IASTED
International Conference on Web-based Education (March 15-17, 2010). 2010.
http://dx.doi.org/10.2316/P.2010.688-014

Abdelhamid, Sherif E., Sarah Patterson, Blain Patterson, Gabriele Woodward, Rukshana Sarkari, and Hayden Rose.
"WIP: CryptoQuest-Interactive Animation Series for Teaching Cryptography, Post-quantum Cryptography, and
Cybersecurity Using Extended Reality (XR)." In 2024 IEEE Frontiers in Education Conference (FIE), pp. 1-5. IEEE,
2024.https://doi.org/10.1109/FIE61694.2024.10893119

Rayavaram, Pranathi, Onyinyechukwu Ukaegbu, Maryam Abbasalizadeh, Krishna Vellamchetty, and Sashank
Narain. "CryptoEL: A Novel Experiential Learning Tool for Enhancing K-12 Cryptography Education." In Proceedings
of the 56th ACM Technical Symposium on Computer Science Education V. 1, pp. 980-986. 2025.
http://dx.doi.org/10.1145/3641554.3701926

Zhao, Erxi, Jian He, Zhou Jin, and Yue Wang. "Student-Centered Learning Environment Based on Multimedia Big
Data Analysis." Mobile Information Systems 2022, no. 1 (2022): 9572413. https://doi.org/10.1155/2022/9572413
Mayer, Richard E. "The past, present, and future of the cognitive theory of multimedia learning." Educational
Psychology Review 36, no. 1 (2024): 8. https://doi.org/10.1007/s10648-023-09842-1

Mestre, Jose P., and Brian H. Ross, eds. Psychology of Learning and Motivation-Volume 55. Academic Press,
2011.https://doi.org/10.1016/B978-0-12-387691-1.00003-X

Liu, Yinan, Bong Gee Jang, and Zaline Roy-Campbell. "Optimum input mode in the modality and redundancy
principles for university ESL students' multimedia learning." Computers & Education 127 (2018): 190-200.
https://doi.org/10.1016/j.compedu.2018.08.025

Soicher, Raechel N., and Kathryn A. Becker-Blease. "Testing the segmentation effect of multimedia learning in a
biological  system." Journal = of Computer  Assisted Learning36, no. 6  (2020): 825-837.
https://doi.org/10.1111/jcal.12485

Doherty, Cailbhe. "An investigation into the relationship between multimedia lecture design and learners’
engagement behaviours using web log analysis." PLoS One 17, no. 8 (2022):
e0273007.https://doi.org/10.1371/journal.pone.0273007

39


https://doi.org/10.1145/3410352.3410742
https://ijisae.org/index.php/IJISAE/article/view/3365
https://doi.org/10.1080/10494820.2025.2465451
http://dx.doi.org/10.2316/P.2010.688-014
http://dx.doi.org/10.1145/3641554.3701926
https://doi.org/10.1155/2022/9572413
https://doi.org/10.1007/s10648-023-09842-1
https://doi.org/10.1016/B978-0-12-387691-1.00003-X
https://doi.org/10.1016/j.compedu.2018.08.025
https://doi.org/10.1111/jcal.12485

